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Data Protection Impact Assessment (DPIA) Screening Tool'

Introduction

1.

This Data Protection Impact Assessment (DPIA) Screening Tool helps
determine whether a full DPIA is required for a proposed project, system,
service, or change that involves the processing of personal data.

Under the UK General Data Protection Regulation (UK GDPR) and guidance
from the Information Commissioner's Office (ICO), organisations are legally
required to carry out a DPIA for any processing that is ‘likely to result in a high
risk’ to individuals' rights and freedoms. Similarly, NHS England mandates the
use of DPIAs as part of good information governance, particularly where health
and care data is involved.

This screening tool acts as a first step in that process. It is designed to:

a) Help identify whether the processing activity poses potential risks to
privacy;
b) Determine if a full DPIA is required;

c) Support compliance with data protection law and NHS England’s data
protection policies;

d) Encourage early consideration of data protection risks before a project
progresses too far.

By completing this screening tool at the outset of any initiative involving
personal data, staff ensure that privacy is considered from the beginning, a
core principle of data protection by design and by default.

If the screening outcome indicates that a full DPIA is required, this should
be completed before any processing begins or contracts are signed.

If you are unsure whether your activity requires a DPIA, please seek advice
from the Information Governance (IG) Team nnicb-nn.igteam@nhs.net
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DPIA Screening Questions

Yes/No*

1. Will the project or activity involve the collection of new information about
individuals?

This includes collecting identifiable data not previously held, such as patient feedback, clinical

outcomes, or personal contact information. E.g. commissioning a new community service that

gathers patient-reported outcome measures (PROMs).

2. Does it require individuals to provide personal data directly (e.g., through a
form or online system)?

Think about whether individuals will input data via surveys, referral forms, or digital tools. E.g.
an online self-referral system for a mental health service.

3. Will data be shared with organisations that don’t currently have routine
access?

Consider new or expanded data flows to third parties or contractors. E.g. sharing patient-level
data with a private provider for population health analysis or a social prescribing service.

4. Are you using personal data for a new purpose not previously specified?

Even if data was collected before, re-using it for a different aim can increase privacy risk. E.q.
using patient data collected for service delivery now to inform commissioning decisions.

5. Will new or innovative technologies be used?

Includes automation, machine learning, Al, remote monitoring, or new IT systems. E.g.
commissioning a remote monitoring app for managing long-term conditions.

6. Are automated decisions being made that may significantly affect
individuals?
This means decisions without human involvement that impact access to care, eligibility, or

service prioritisation. E.g. an algorithm that determines patient eligibility for a service based on
risk scores.

7. Is the data sensitive or special category (e.g., health, ethnicity, sexuality,
political beliefs)?

NHS commissioners often process health and demographic data which is classified as higher
risk. E.g. analysing data on long-term conditions, ethnicity, or mental health outcomes

8. Will you process personal data about children (under 18)?

Extra care is needed when working with these groups. E.g. commissioning CAMHS services or
early years screening.

9. Could the project or activity involve intrusive contact with individuals?

Includes uninvited outreach or communications, especially for sensitive services. E.g. direct
letters to individuals identified as at-risk without prior contact.

10. Will personal data be transferred or stored outside the UK (including via
cloud systems)?

Data hosting or processing outside the UK requires careful checks on safeguards. E.g. using a
cloud analytics platform hosted in the EU or US.
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11. Will the project involve processing personal data at scale or high volume?

Consider if the project will process personal data (any information that can identify a person) at
a large scale. This includes frequent use, bulk transfers, analytics, or ongoing monitoring
involving many individuals.

12. Could the project inadvertently reinforce health inequalities or bias?

May include an Al tool that performs poorly for certain ethnic groups, leading to under-
documentation or differential referrals.

Project title/data processing activity:

Completed by:

Date completed:

*If you answered ‘Yes’ to any, proceed to a full DPIA.
*If all are ‘No’, document this result, but best practice is to keep this under review.

Please retain copy of this screen tool with project documentation AND please provide a
copy to nnicb-nn.igteam@nhs.net
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